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The Accountability Gap Is
Already Here

Al is already making consequential decisions inside governance, risk, and compliance programs: scoring
vendor risk, flagging compliance exceptions, routing audit findings, and generating regulatory summaries.
The audit trails, accountability assignments, and explainability mechanisms required to make those

decisions defensible under scrutiny have been treated as secondary in most deployments.

Chances are, your next audit finding lives in the gap between your Al
deployment and accountability infrastructure.

Two independent studies from 2026 put the governance gap in quantitative terms. Cisco’s 2026 Data

and Privacy Benchmark Study found that while three in four organizations report having a dedicated

Al governance body in place, only 12% describe these structures as mature and proactive. McKinsey’s

State of Al Trust in 2026 report found that average responsible Al maturity sits at 2.3 out of 4, with only

approximately one-third of organizations scoring 3 or above. Governance structures exist on paper in
most organizations, but the capacity to make them work at the pace and scale Al deployment demands

remains the exception rather than the rule.

Here are three questions your program needs to be able to answer

£

Can you verify the Can you audit the process Can you demonstrate,
reasoning behind a that produced it? with evidence, that your
specific Al-generated Al-assisted program

decision? deserves trust?

The answer to all three runs through the same governance infrastructure, and most programs have

not yet built it.



https://www.cisco.com/c/en/us/about/trust-center/data-privacy-benchmark-study.html
https://www.cisco.com/c/en/us/about/trust-center/data-privacy-benchmark-study.html
https://www.mckinsey.com/capabilities/tech-and-ai/our-insights/tech-forward/state-of-ai-trust-in-2026-shifting-to-the-agentic-era
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SECTION 1

Why Verify, Audit, and Trust Is
Now a Compliance Obligation

Al accountability in GRC became a
compliance obligation rather than a
governance aspiration in 2026, driven by
regulatory deadlines with real penalties
and a board-level shift from general

Al endorsement to specific evidential
demands. The standard regulators are
now applying has three components.

Organizations must be able to:

Verify the reasoning behind

Al-assisted decisions

Audit the process that

produced them

Demonstrate, with evidence,
that their Al program operates

under human oversight




Regulatory Obligations Already in Force

The frameworks driving that requirement are not coordinated, but they share a common

demand for documentation, audit trails, and named accountable individuals.

The EU Al Act’s requirements for high-risk Al systems, including Article 12 event logging and Article
14 human oversight obligations, came into full force in August 2026 (August 2027 for Annex Iii
high-risk Al systems), with penalties reaching 15 million euros or 3% of global annual turnover for
non-compliance with provider and deployer obligations (Article 99(4); prohibited Al practices
carry higher penalties of up to 35 million euros or 7%). The right to explanation for consequential
EU AU ACT automated decisions has been enforceable under GDPR Article 22 since 2018, predating every
framework on this list and establishing the evidentiary baseline that newer regulations are

now extending.

The UK Financial Conduct Authority’s Senior Managers and Certification Regime applies individual

accountability to Al-assisted operations. Senior managers cannot delegate responsibility for
outcomes to a model, and the FCA’s published Al approach confirms that existing SM&CR rules
are the primary accountability mechanism for firms deploying Al, with clarification of specific Al
responsibilities under active consultation. ISO/IEC 42001:2023 requires organizations to assign
named roles, responsibilities, and authorities within their Al Management System, including

UK
ACCOUNTABILITY
FRAMEWORK

individual oversight responsibility for each Al system deployed. Unlike the EU’s consolidated
approach, the UK routes Al governance through existing regulatory frameworks: the FCA under
SM&CR, the ICO under UK GDPR Article 22, and sector-specific guidance. For regulated firms, this
means the accountability obligations are already in force, not pending.

Globally, Al regulations are growing. While the US federal government recently published an
Executive Order suggesting “overly burdensome regulation” stifles innovation, states within the US
continue to have also increased their oversight of Al. California’s Transparency in Frontier Artificial
Intelligence Act (SB-53), effective January 2026, requires large frontier Al model developers to
publish safety frameworks and report critical safety incidents. Colorado’s original Al Act (SB24-205)
U.S. REGULATORY has been repealed and replaced by Senate Bill 26-189, signed by Governor Polis on May 14, 2026 and

MOVEMENT effective January 1, 2027, which establishes a revised framework governing automated decision-
making in consequential domains, including employment, housing, financial services, education,
and healthcare.

These frameworks are not coordinated, but they share common requirements: documentation. Organizations

must be able to show:

0\
Documentation [%l Audit Trails @ Named Accountability

A governance posture adequate for last year’s board conversation is no longer adequate for this year’s

regulatory examination.



https://artificialintelligenceact.eu/implementation-timeline/
https://www.fca.org.uk/firms/senior-managers-certification-regime
https://www.whitehouse.gov/presidential-actions/2026/06/promoting-advanced-artificial-intelligence-innovation-and-security/
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SECTION 2

Four Gaps That Make Your
Al Program Indefensible

A 2026 study surveying 351 organizations across
sectors and regions found that most lack
formal, structurally embedded Al governance,

with senior leadership roles and dedicated

audit functions rare across industries and

organization sizes. The accountability failures

that make GRC Al programs indefensible
tend to cluster around the same pattern: the
organization cannot verify or audit a specific

Al-generated decision when required to do so.

Practitioners’ concern about Al in GRC programs centers on accuracy and getting the right

answer. Regulators are asking a different question: can you show how you got it? Both

concerns require the same governance infrastructure to address, which is what makes the four

gaps below simultaneously a compliance exposure and an operational risk.



https://www.mdpi.com/2673-7116/6/2/18

GAP 1 The Autopilot lllusion
® This gap is about deployment without governance. Organizations in this gap have deployed Al
across consequential workflows without building the oversight mechanisms required to govern
what it produces. This pattern appears most frequently where Al was integrated quickly, under
pressure to demonstrate progress. The organization trusts the output but cannot describe the
process that produced it, and a regulator examining a specific risk score or compliance flag

will ask for both.

GAP 2  Committee Fragmentation

o No single individual or function owns the end-to-end Al workflow. When an Al-assisted
decision produces a compliance failure, the problem lands in compliance, gets escalated
to IT, surfaces a vendor question that goes to procurement, and six weeks later, no one has
answered the original question. Accountability for the full sequence is unassignable when

ownership of the full sequence was never assigned.

This pattern is common in organizations that deployed Al rapidly across existing functional
structures without redesigning governance around the new workflow. Under any current

regulatory framework, unassignable accountability is indefensible.

Moody's 2025 Unified Risk Management study found fragmented ownership to be the most

consistently named structural barrier: risk functions divided between IT, compliance, finance,
and procurement, each operating on different systems and reporting methods, with no

unified view of exposure.

GAP 3 Black Box Models

® The organization knows the output but cannot describe the reasoning path that produced it,
typically because the Al vendor has not provided explainability infrastructure alongside the
model. This is particularly acute where procurement decisions treated explainability as an
optional feature rather than a baseline requirement. An inability to explain a model’s reasoning

is a liability, regardless of how the vendor characterizes it.

GAP 4  The Governance Speed Dichotomy

Risk and compliance functions are operating in governance frameworks built for a pre-Al

environment, while operations run at Al speed.

Governance frameworks dare slow by design, moving through legal review, committee
approval, policy adoption, and training deployment. The gap between the speed at which Al
makes decisions and the speed at which governance infrastructure catches up is structural
rather than a failure of intent, and it is where most audit findings and regulatory exposure now
live. Closing it means building governance controls into the Al deployment specification, not

layering them on once the system is already in production.

If any of these four gaps describe your program, the questions in the next section are the ones a regulator

or auditor will use to find it.



https://www.moodys.com/web/en/us/site-assets/moodys-urm-report-2025.pdf
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SECTION 3

The Six Questions That
Determine Whether Your
Program Holds Up

Most compliance functions are asking the
wrong question about Al governance. The
question most organizations are

trying to answer is:

5| Arewe compliant with
Al regulations?

The more operationally useful question is:

E| Could we evidence our Al
governance controls to
an examiner today, for a
specific decision made ona
specific date?

The first is a documentation exercise; the
second is an operational readiness test,

and regulators are running the second.




The following six questions represent Mitratech’s operational readiness standard for defensible Al

governance in GRC programs. Run them against your current program before a regulator does.

The Six QueStionS REGULATORY BASIS

Al System Inventory

Do you have a complete inventory of every Al system operating in

>

your risk and compliance program, including tools introduced by EU Al Act Art. 49

departments outside compliance and technology purchased by third

parties operating on your behalf?

= EU Al Act Art. 4
EU Al Act Art. 26
UK SM&CR

Named Accountability

For each system in that inventory, can you name the individual

=

accountable for its outputs?

Decision-Level Audit Log

Can you produce a tamper-resistant log showing how a specific
yeup P 9 9 P =l EU Al Act Art. 12
Al-assisted decision was reached on a specific past date, including

the data inputs, model version, and any human review steps?

High-Risk Classification
Have you assessed whether any of your Al systems qualify as il EU Al'Act Art. 6 &
high-risk under applicable regulations, and if so, have you completed Annex Il

the required conformity assessments and logging infrastructure?

Third-Party Decision Basis

If your Al produced a result that affected a third party, such as a J GDPR Art. 22
vendor risk score, a compliance flag, or a background check output, . GDPRArt.13-15
can you demonstrate the basis for that result and the human review +» Colorado SB 26-189

available if the decision is contested?

Vendor Liability Terms

55

DORA Art. 30
UK SM&CR
Colorado SB 26-189

Do your vendor contracts specify liability allocation for Al-related

harm, and have your legal and compliance teams reviewed those

330

0
)

terms in light of current regulatory requirements?

Many programs get through question one and stall at question two. Naming an accountable individual for

an Al system’s outputs turns out to be harder than it sounds when no one owns the full workflow.

If any of these six questions stops you, that is where a regulator will stop you too. Section 4 describes what

solving that problem looks like in practice.
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SECTION 4

What Governance
Infrastructure Actually
Looks Like
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Organizations that can answer the six questions in Section 3 share a common characteristic: their GRC
data is connected. Connected data does not require a single platform; it requires that a risk event in one
domain surfaces its cross-domain implications rather than sitting in a silo. Siloed GRC systems make
traceability structurally impossible, and an organization running disconnected systems cannot produce

the audit trail that accountable Al governance requires.

Leading GRC platforms are building Al accountability infrastructure directly into their architecture.

The organizations best positioned to demonstrate Al governance under scrutiny are those whose

risk, compliance, policy, and audit data are already integrated.

Those that have not yet reached that level of integration face a narrowing window to build it before

regulators begin examining programs directly.



The Architecture That Makes
Decisions Auditable

The connected data model is the prerequisite; the architecture built on top of it is what makes
individual decisions traceable. Multi-agent architecture assigns specialized agents to defined tasks,
with orchestrating agents managing the workflow between them. This prevents model drift, maintains
accuracy within each domain, and produces a traceable decision path because each agent’s scope is
bounded and logged. A single general-purpose model deployed across GRC workflows produces none

of those properties.

The human review requirement belongs in the architecture specification, before deployment decisions
are made. Agents surface findings and suggested actions; humans confirm before any irreversible

step is taken. Audit history must capture both the Al suggestion and the human decision that followed it,
because an audit trail that records only the outcome does not meet the evidential standard regulators

are now applying.

Third-Party Al as the Next Inventory Gap

Most GRC programs have not yet addressed the Al their third parties are using on their behalf. Boards
now demand a complete Al inventory that includes third-party dependencies, and the organizations
that build this capability now will enter the regulatory conversation from a position of readiness rather

than remediation.

Financial sector organizations face a compounding obligation. DORA's ICT third-party risk management
framework applies to Al systems operated by third parties on your behalf, making the third-party

inventory gap simultaneously an Al governance failure and a DORA compliance gap.

“You cannot outsource accountability. You cannot turn around and say the
Al made that decision. You need to understand exactly what your algorithm
is doing, because it is the responsible thing to do, and in many places, it is

required by law.”

— LUIS CARLOS NINO, PRINCIPAL ANALYST AT VERDANTIX
Your GRC Al just made a decision. Can you verify it? (Webinar, May 21, 2026)

Your GRC Al just made a decision. Can you verify it? Watch the Webinar »

A


https://events.goldcast.io/splash/b79d36f9-1cb1-42e2-bd10-0888bf880b9f?utm_source=guide&utm_medium=digital-asset&utm_campaign=grc-grc-global-platform-ct-grc-guide-ai-defensibility-june-2026&utm_content=guide

Five Questions for Evaluating GRC Al Vendors

Program governance and vendor governance are related but distinct exercises. When
evaluating a GRC Al vendor, these five questions determine whether the platform can

support the accountability infrastructure described in this guide.

Can your system produce a tamper-proof audit log at the decision level,
showing exact state, intent, and tool invocation?

v/ Ask the vendor to produce a sample log. Output records are not the same as

decision-level logs.

What deterministic guardrails prevent agents from taking actions

outside their defined scope?

v/ Model behavior and programmatic infrastructure-level constraints are not the

same thing. Ask which it is.

Can you visualize the decision tree for a specific Al-assisted output

and explain the reasoning at each step?

v/ When a decision is challenged, can you trace it back to the specific reasoning that
produced it, or only to the system’s general performance characteristics? Ask for a

worked example on a real output, not a sample from a demo environment.

How does your platform support model and prompt versioning so

that a decision from six months ago can be replicated in an audit?

v/ LLMs are probabilistic. Without versioning architecture, audit replication is

impossible. Ask for the specific technical approach.

What does your vendor liability clause say about autonomous

agent actions?

v/ If an agent’s action leads to a regulatory fine or third-party claim, are you
contractually responsible, or is your vendor? Ask for the indemnification language
itself. A carve-out for “autonomous” or “agentic” functionality means the risk

belongs to you.




The Trust Imperative

The governance infrastructure that makes Al defensible comes down to audit trails,

named accountability, and human oversight built into the deployment spec.

At some point someone will ask you to produce the audit trail for a specific Al-assisted

decision made on a specific date. That is the moment this infrastructure exists for. Build it

before they ask.

Can you answer the six questions?

Mitratech’s GRC Platform is built to make the answer yes. Schedule a

demonstration to see the accountability infrastructure in action.

ScheduleaDemo »



https://grc.mitratech.com/grc-global-platform-demo-request?utm_source=guide&utm_medium=digital-asset&utm_campaign=grc-grc-global-platform-ct-grc-guide-ai-defensibility-june-2026&utm_content=guide
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About Mitratech

Mitratech is a global leader in

GRC software, trusted by 8,300+
organizations across 75 countries.

Our platform combines intelligent
automation and deep insight to deliver
trusted risk intelligence—helping
organizations anticipate, manage,

and mitigate risk with confidence
while building resilient, future-ready

compliance programs.

Learn more at: mitratech.com


https://mitratech.com/grc/?utm_source=guide&utm_medium=digital-asset&utm_campaign=grc-grc-global-platform-ct-grc-guide-ai-defensibility-june-2026&utm_content=guide
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